Ewa Nowicka

Cyber Forensics Expert | Digital Crime Analyst

Specialist in cyber forensics with over a decade of experience in combating
cybercrime, digital investigations, and data security. Proven expertise in phishing
attack analysis, large-scale data breach investigations, and international law
enforcement collaboration.

® Larne, Ireland

[] ewanowicka238@gmail.com

Professional Experience

Hills Financial Group (2019—Present)
Cyber Forensics Expert & Legal Consultant

e Lead forensic investigations related to financial fraud and cyberattacks.
e Provide legal consulting and asset recovery solutions for clients affected by cybercrime.
e Collaborate with law enforcement agencies on cybersecurity cases.

The Criminal Intelligence Service of Austria (2016-2019)
Cyber Forensics Expert

e Led high-profile cybercrime investigations, focusing on financial fraud and hacking incidents.
e Provided expert analysis on digital evidence for law enforcement and judicial proceedings.
e Developed cybersecurity training programs for officers and forensic analysts.

Estonian Police Cybercrime Division (2013-2016)
Cybercrime Analyst

e Conducted investigations into cyber threats, including phishing, ransomware, and financial
fraud.

¢ Implemented forensic analysis techniques to track cybercriminal activities.

e Assisted in policy development for cyber threat prevention.

Key Achievements
2017 — Uncovered an international cybercriminal group involved in phishing-based bank fraud.

2020 — Led an investigation into a major European corporate data breach.
2022 — Collaborated with Europol on a government institution hacking case.

Education & Certifications

Tallinn University of Technology — BSc in Information Security (2012)
Warsaw Cybersecurity Academy — Digital Forensics Certification (2015)


mailto:ewanowicka238@gmail.com

Languages

Estonian — Native
Polish — Fluent

English — Fluent

Skills & Expertise

@ Digital Forensics & Cyber Investigations

@ Cyber Threat Intelligence & Incident Response
@ Ethical Hacking & Cryptography

@ Phishing Attack Analysis & Fraud Detection

@ International Law Enforcement Collaboration

Interests

Cryptography & Ethical Hacking
Traveling & Learning Languages |
Running & Yoga
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